DATA BREACHES:
MAJOR CHALLENGES FOR
HEALTHCARE EXECUTIVES

A Pandora’s Box of New, Challenges for Business
Executives and Board Members is Starting to Open
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INTRODUCTION

As challenging as data breaches are today, they are poised to become even more problematic
shortly, and we are not just talking about the threats posed by Al. According to an April 2024
survey, data breaches are the top concern of CISOs (Chief Information Security Officers).
However, healthcare business executives, audit committees, and boards of directors will face
increased challenges and responsibilities regarding data breach defense. In the future, they may
not be able to delegate or abdicate to IT the responsibility of key policies and plans regarding
data breach defense.
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https://8675542.fs1.hubspotusercontent-na1.net/hubfs/8675542/Organic%20Content%20Assets/Metomic%20CISO%20Report.pdf

THE REGULATORY LANDSCAPE

Regulatory bodies such as HHS, SEC, FTC, FCC, DHS (CIRAC Critical Infrastructure), and recently,
the FHA have increased pressure on executives and board members. Currently, much of this
pressure revolves around the timing and speed of data breach disclosures, but this focus is
beginning to shift. In the healthcare sector, the challenges are particularly acute and growing.

The FTC, FCC, and FHA have mandated that organizations disclose certain types of data
breaches to federal agencies and customers within a few days to a month, depending on the
agency. Initially, the SEC focused on protecting investors and shareholders in publicly listed
companies, but now Regulation S-P also prioritizes consumer protection against the theft

of Pl (Personally Identifiable Information) in 30,000 “covered” financial organizations. The
stakes in healthcare are higher, as patient records (PHI) can be sold for between $250 to $1,000
per record. HHS and the AHA (American Hospital Association) have taken a leadership role in
combating data breaches, but the problems are intensifying.

In addition, many states have various data breach disclosure rules. California, in particular, has
very large fines of up to $2,500 per negligently released record.1

Congress mandated that HHS create a public record of data breach activity,

which HHS implemented via a website in 2022. Sometimes known as the “wall

of shame,” this site shows the alarming rate of data breaches - averaging 60

breaches per month or two per day for the first five months of 2024. Data breaches at Change
Health Care and Ascension Hospital Network compound the problem, as Ascension has about
140 hospitals. Although it’s unclear now if Ascension did experience a full data breach, CBS
News reported it as a data breach, and a patient of Ascension Saint Thomas filed a class action
lawsuit over the data breach.
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Source: HHS OCR
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://www.sec.gov/news/press-release/2023-139
https://www.ftc.gov/business-guidance/resources/complying-ftcs-health-breach-notification-rule-0
https://docs.fcc.gov/public/attachments/DOC-399090A1.pdf
https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
https://www.hud.gov/sites/dfiles/OCHCO/documents/2024-10hsgml.pdf
https://www.sec.gov/files/34-100155-fact-sheet.pdf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-letter-opens-investigation-change-healthcare-cyberattack.html
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-letter-opens-investigation-change-healthcare-cyberattack.html
https://www.msn.com/en-us/health/other/cyberattacks-on-ascension-lurie-are-the-latest-in-a-string-of-health-care-breaches/ar-BB1mIZRw
https://www.cbsnews.com/chicago/news/ascension-health-care-network-disrupted-cyberattack/
https://www.cbsnews.com/chicago/news/ascension-health-care-network-disrupted-cyberattack/
https://www.wkrn.com/news/local-news/nashville/ascension-saint-thomas-class-action-lawsuit-data-breach/
https://www.wkrn.com/news/local-news/nashville/ascension-saint-thomas-class-action-lawsuit-data-breach/
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Focrportal.hhs.gov%2Focr%2Fbreach%2Fbreach_report.jsf&data=05%7C02%7Clstevens%40celerium.com%7C7f63ff06acae418a6c4c08dc7f3cec9d%7Cae3f7f428b694faeaf693c125dee806d%7C0%7C0%7C638525148059800107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=IL568JVzD7vdIrxytG98sOQxK6iNIoo6yH4W%2FDr3TK8%3D&reserved=0

THE 2024 CHALLENGES CONFRONTING
HEALTH CARE

Healthcare executives, in particular, face numerous challenges related to data breach
vulnerabilities, including:

= Legacy and Networked Systems: Hospitals often have outdated systems and complex
networks of medical devices.

= Patient Data Privacy and Safety: Ensuring both privacy and safety of patient datais a
dual challenge.

= Regulatory Complexity: Federal programs like the Affordable Health Care Act add
layers of IT complexity, particularly in payment processing and EHR interoperability.

= Integration and Data Sharing: The push for increased integration and data sharing
across the healthcare ecosystem introduces additional risks.

= Cybersecurity Staffing: Many healthcare organizations lack the cybersecurity expertise
to deal with the ever-increasing cyber and data breach threats.
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THE CHALLENGES OF DATA BREACH DETECTION

On the surface, data breach detection is simply an issue for IT security staff. HHS (like the FTC)
wants the healthcare industry to disclose to HHS within 30 days the theft of 500 or more PHI
records (as documented on the HHS website). Of course, HHS is only one regulatory agency.
Some organizations in the healthcare industry may also need to report activity to the FTC, SEC
(for shareholders), and DHS (CIRCIA) since parts of the healthcare ecosystem are considered
to be critical infrastructure. Here are some of the data breach detection issues that warrant
attention from business executives and boards:

= Regulatory Fines: Fines can affect the bottom line.

= Class Action Lawsuits: These are becoming increasingly common and costly. Recently,
T-Mobile had to pay $350 million in response to a class action lawsuit. The healthcare
industry will face similar lawsuits as Ascension now faces a class action suit.

= Higher Premiums: Cybersecurity insurance policies may see higher premiums after a
data breach.

= Reputational Impact: How could your company have prevented the breach, reported it
sooner, or reduced the number of patients impacted?

On the surface, there are indeed benefits to faster data breach detection:

= Early detection potentially catches and stops activity before more than 500 PHI records
are stolen, thus avoiding the HHS disclosure requirement.

= Fewer patients impacted could mean smaller or fewer class action lawsuits and
possibly smaller increases in cyber insurance policy premiums.
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https://www.sec.gov/ix?doc=/Archives/edgar/data/0001283699/000119312522200065/d790999d8k.htm

EXECUTIVE CHALLENGES IN EARLY
DATA BREACH DETECTION

The often-cited IBM data breach report indicates that the average
data breach detection time, regardless of industry, over the last
seven years has been about 200 days or seven months.

In the healthcare industry specifically, Varonis found that the
average data breach detection time is much worse. Their research
indicates the average data breach detection time in the
healthcare sector is 255 days (more than 8 months!). Of course,
some breaches may take even longer to detect. For example, Samsung recently announced that
it had suffered a data breach that began one year before its announcement.

Average Number of Days to Detect
Breach by Industry

Time to identify and contain the breach
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Source: IBM Source: Varonis

DHS reported that the recently discovered cyber reconnaissance (a precursor to possible
data breaches) in critical infrastructure by the Chinese “Volt Typhoon” has been ongoing for
five years. But what about the power of Al? IBM claims that for companies trying to harness
the power of Al and EDR, data breach detection could be slashed from 200 days to 150 days
(five months), which is still a long time. With hospitals having difficulty funding and finding
cybersecurity expertise, the challenge of data breach detection is very problematic.
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https://www.ibm.com/downloads/cas/3R8N1DZJ
https://www.cisa.gov/news-events/alerts/2024/02/07/cisa-and-partners-release-advisory-prc-sponsored-volt-typhoon-activity-and-supplemental-living-land

= Technical Ambiguity: It can be quite difficult to detect and verify that a data breach
has even taken place. Focusing on early detection can lead to many “false positives.”
Do business executives want to be notified about “possible data breach activity” or
only when a breach is been confirmed? What if this confirmation process takes days or
weeks?

= Missing Detections: Lack of robust detection can lead to “false negatives” which can be
disastrous. Many threat actors constantly change their techniques to avoid detection
through obfuscation and other measures.

= Business Impact of Data Breaches: This is one of the biggest challenges. Regulatory
organizations typically mandate reporting only if the breach has resulted in a
significant loss of PHI or Pll data (often 500 records) or if it is “material” (SEC), whether
because of its impact on the business or because of “qualitative” factors. These
impact determinations can be very complex for IT and business operations teams
to assess. For example, just last month, the SEC’s Division of Corporation Finance
Director admonished all publicly held companies to “assess all relevant factors”
when determining the materiality of an incident. He quoted from the SEC’s earlier
cybersecurity incident Adopting Release that companies should consider whether
the incident will adversely affect the company’s “reputation, customer or vendor
relationships, or competitiveness.” Additional factors to consider are the “possibility of
litigation or regulatory investigations or actions, including regulatory actions by state
and Federal Governmental authorities and non-U.S. authorities.”

= Corporate Focus on Speed of Data Breach Disclosure: We are seeing early data breach
disclosure submissions. In the case of the SEC disclosure system set up in December of
2023, publicly listed companies could not always quickly complete the determination
of the “materiality” of a cybersecurity incident. As a result, there have been many
“prophylactic” filings where companies say, “We’ve had some possible data breach
activity; we don’t really know if it is material or not, but we wanted to give the SEC and
shareholders a ‘heads-up.”” The SEC is not at all happy with these arguably premature
disclosures, but that is the state of the industry that business executives and boards
need to deal with. This explains why last month, the SEC’s Division of Corporation
Finance Director decided to issue a statement cautioning companies to differentiate in
their SEC filings between a cybersecurity incident determined to be “material” versus
a voluntary “prophylactic” filing in situations where the materiality determination had

not yet been made.

U C=L=RIUM.com




THE GROWING EXECUTIVE CHALLENGES OF
DATA BREACH RESPONSE

Beyond the issues outlined above related to data breach detection and disclosures are even
more complex executive decisions about how to respond:

= Pay or Not Pay Ransom: This has been one of the common executive decisions
covered by many reports.

= When to Invoke Response: As noted above, even the technical confirmation of a data
breach can be ambiguous. Executive policies of when to bring in outside resources
to better understand real breaches and possible responses (via IR firms) need to be
carefully formulated.

= Future Regulatory Requirements Regarding Response: Today, most regulatory
attention focuses on mandates for reporting and suggestions for cyber improvement
(checklist guidelines compliance). Some regulators are now putting “mandate
pressure” around response. The SEC has announced that over the next 18-24
months, 30,000 covered financial organizations will be mandated to create data
breach response policies covering detection, response, and recovery. These response
mandates will likely flow into other industries, including healthcare.

= Early Response: Although early detection (along with confirmation and analysis) of
data breaches is widely recognized as important today, an effective early response can
be even more important for the organization. Early response might reduce or avoid
financial impacts from regulatory fines, class action lawsuits, and increased insurance
premiums. It could also reduce reputational damage or even improve a company’s
reputation by being known as proactive.
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https://www.sec.gov/files/34-100155-fact-sheet.pdf

A PRIMER ON EARLY RESPONSE AND CONTAINMENT

= What does data breach response really mean in the context of the larger “incident
response”? Incident response covers a broad set of activities, including working with
law enforcement and insurance companies, deciding whether to notify regulatory
agencies, and performing forensic work to determine how the breach occurred to
prevent future incidents.

At the front end of the IR lifecycle is an early step called containment. Some organizations in

the IT security industry (NIST, SANS Institute) argue that containment can include a spectrum of
initial and later-stage activities (e.g., patch management, forensic analysis, MFA). Here, we focus
on “tactical containment,” which involves:

- Stop Bleeding - Short-term - Back-up - Long-term

[ - Categorize - Criticality - Sensitivity - Document Actions |
— - Notify Mgt - Asgn Primary IRH - Low Profile - Infected Vlan b2
- Remove LAN Cbl - FW/IDS Filters - ISP coord - Forensic Images

Memory Captures - Adjacent HostLogs - Patch Exploited Vuin(s)
- Chg Pswds - Kill Backdoors

Source: SANS 504-B Incident Response Cycle: Cheat-Sheet
= Stopping the Bleeding: Blocking the active loss or theft of data from breached systems.

= Stopping the Spread: Preventing the spread of the breach to systems that have not yet
been breached.

= Notification to Management: Informing appropriate IT and business staff about these
issues. This is not necessarily about notifications to regulators, customers, or patients.
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PANDORA’S BOX STARTING TO OPEN FOR HEALTH
CARE EXECUTIVES AND BOARDS

Most industry focus on risks has been prioritized by regulators, who appropriately emphasize
faster notification to customers, patients, and shareholders so they can take timely action.
However, the industry and regulators are now starting to focus on the broader impacts beyond
the breach disclosure—specifically, the response side of the problem.

The situation related to Change Health Care underscores this shift. The Change Health Care
incident involved data breaches, customer or patient data loss, and extortion fees of $22
million paid to an initial threat actor. More critically, it highlights the disruption caused in the
entire healthcare ecosystem—not by the theft of PHI data but by delays to payments, surgery
schedules, and patient care. Recent congressional hearings have primarily focused on the
disruption element rather than the privacy element.

This distinction between protecting privacy (e.g., PHI records) and protecting patient safety
and care has not been sufficiently articulated by the media or in congressional hearings. Often,
service disruptions are not directly caused by threat actors but by the organization’s action to
isolate affected systems, leading to significant operational disruptions.

1. Acommon and understandable interpretation is that cyber attacks such as data
breaches cause disruption to service in the healthcare industry. But this is not
necessarily the case at all.

2. Often, when companies respond to a data breach, they implement a type of isolation-
based containment which can result in the disconnection of IT systems. More refined
approaches to isolation and other types of containment can be used. Still, in the
current environment with pressure regarding possible regulatory fines or class action
lawsuits, companies can feel the urgency to stop the bleeding at all costs.

3. Unfortunately, if systems are disconnected via isolation, they are no longer usable,
thus disrupting the organization, its customers, patients, partners, and perhaps the
broader healthcare ecosystem.

4. BOTTOM LINE: The disruption to patients, partners, and others is not always caused
by threat actors (it can be if data is encrypted by threat actors). Often, the disruption is
caused by the organization itself deciding to take systems offline to stop the bleeding
and perform forensic analysis. These decisions are frequently business or executive
decisions and not simply IT (CISO) decisions.

U C=L=RIUM.com




5. Decisions about disconnecting (isolating) or not, given the possible, if not likely,
business disruption, are not necessarily new but they are becoming more and more
complex - especially for business executives, given the financial pressure of regulatory
fines or massive class action lawsuits.

6. We are entering a time when the response or disruption side will become more
prominent because of industry impacts related to incidents at Change Health Care,
Ascension Hospital, and more. There could be class action lawsuits or perhaps
regulatory fines related to the response decisions made by healthcare executives.

7. Is this notion of company-created disruption true? An interesting example, as many of
us know, is how an attack against the critical infrastructure company Colonial Pipeline
shut down the gas supply on the East Coast for weeks. According to some industry
reports, the threat actors attacked the company’s administrative or IT systems related
to accounting and other business operations - they did not directly attack the pipeline
operations systems (the OT, ISC, and SCADA systems). It was reported that Colonial
Pipeline decided to shut down its pipeline systems out of an abundance of caution.
Perhaps the pipeline shutdown was the right approach - but the key issue is that it
must have been an executive decision.

LEGAL PERIL FOR BUSINESS EXECUTIVES AND
BOARDS: THE CHOICE OF EVILS

The legal dilemma for boards and executives involves defining policies and actions to address:

= Privacy-Oriented Data Breaches: With associated fines and lawsuits.

= Disruption-Oriented Business Costs: Impact on patients, partners, and potential
lawsuits caused by operational disruption decisions.
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https://link.springer.com/article/10.1007/s11572-012-9163-z

A CALLTO ACTION FOR HEALTH CARE EXECUTIVES
AND BOARDS

The Pandora’s box of data breaches and resulting disruption is opening wider each day.
Healthcare executives and board members need to address the creation of policies or plans that
deal with the difficult “Choice of Evils” between protecting privacy (HIPAA) versus protecting
business continuity that avoids disruption to companies, patients, partners, and the healthcare
industry. The challenges here are formidable, but they can be effectively managed and
mitigated with proactive leadership and strategic planning.

= Review or Implement New IT Security Policies: These policies should specifically
address the conflict between privacy (avoiding regulatory fines and class action
lawsuits) and disruption to a company, patients, partners, and the industry, which
sometimes can be caused by isolation-based containment.

= Advocate for Safe-Harbor Provisions: Regulators and Congress should formally
review this difficult issue and consider creating safe-harbor provisions.

-
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CONCLUSION: A CALLTO ACTION

For healthcare executives and board members, the time to take meaningful action to address
escalating data breach frequency and severity is now. By prioritizing data breach management
and response at the highest levels of leadership, organizations will be better able to protect their
patients, reputation, IT systems, and bottom line.

ABOUT CELERIUM

Celerium® powers active cyber defense solutions to help protect organizations and 5

communities from increasing cyberattacks. With a rich 16-year history of facilitating C=L=RIUM.om
cyber threat sharing for critical industry sectors and government agencies, Celerium

is an established leader in providing innovative cybersecurity solutions, with solution 0 X m o
directions based on the evolving needs of the industry.

Learn more at and follow us on X at



http://celerium.com
https://twitter.com/celeriumdefense

ENDNOTES

! For example, California has both a general statute governing the protection of consumer data, the
Consumer Privacy Rights Act, Civil Code sections 1798.100 et seq. (the “CPRA”), as well as a specific
Confidentiality of Medical Information Act, Civil Code sections 56 et seq. (the “CMIA”). The CMIA provides for
more serious penalties that supersede those obtainable under the CPRA. With respect to covered medical
information, the CMIA provides, “Any provider of health care, health care service plan, pharmaceutical
company, or contractor who negligently creates, maintains, preserves, stores, abandons, destroys, or
disposes of medical information shall be subject to” statutory damages of up to $1,000 per negligently
released record and administrative penalties of up to $2,500 per negligently released record. See Cal. Civ.
Code §§ 56.101(a), 56.36(b), (c).
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